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Key Benefits: I

e Best in Class Policy Management - Unique
Visual Policy Editor delivers an easy to use,
intuitive, point-and-click interface for managing
granular access policies while lowering
management costs.

¢ Integrated Endpoint Security — Delivers

a Secure Virtual Workspace, pre-login
endpoint integrity checks, and endpoint trust
management for peace of mind with fewer
administrative hassles.

¢ Broadest Application Support - Provides secure
and easy access to email, web portals, network
file services, terminal services, CRM and other key
enterprise applications, from both managed and
un-managed client devices, from any location.

¢ Broad Client Support - FirePass offers broad
multi-platform support for secure network access
from Windows (98, 2000, ME, XP, Vista), MAC,
Linux and Pocket PC clients. Offers support for
the new Vista client OS and IE7.

¢ Enterprise Class Scalability and Performance
— Supports up to 2,000 concurrent sessions

on a single, easy-to manage device. Several
10,000s of concurrent sessions can be supported
by integration with F5’s BIG-IP Local Traffic
Manager. Optimizes the end-user experience
using capabilities such as compression for any
IP application traffic and server side caching for
web applications.

¢ Broad Interoperability — Supports existing
network infrastructure and identity management
systems via Active Directory, Radius, LDAP,

PKI, RSA ACE, and more. Delivers web portal
integration with support for Java applets,
Javascript rewrite, and more (VPNC certified).

¢ Industry Leading Global High Availability

— Unique integration with F5’s BIG-IP Global
Traffic Manager provides high availability
across the WAN in case of site disaster. Fail-over
support offers high availability within a site.

Datasheet
Best-In-Class SSL VPN

Best-In-Class SSL VPN

F5’s FirePass® SSL VPN appliance provides secure access to corporate applications
and data using a standard web browser. Delivering outstanding performance,
scalability, ease-of-use, and end-point security, FirePass helps increase the
productivity of those working from home or on the road while keeping
corporate data secure.

FirePass provides:
e Automatic detection of security compliant systems, preventing infection.

e Automatic integration with the largest number of virus scanning and personal firewall
solutions in the industry (over 100 different AV & Personal Firewall versions).

e Automatic protection from infected file uploads or email attachments.

e Automatic re-routing and quarantine of infected or non-compliant systems to a self
remediation network — reducing help desk calls.

e A secure workspace, preventing eavesdropping and theft of sensitive data.

e Secure Login with a randomized key entry system, preventing keystroke logger snooping.

e Full integration with the FirePass Visual Policy Editor. This enables the creation of custom
template policies based on the endpoints accessing your network and your company’s
security profile.
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The unique Visual Policy Editor creates a flow-chart style graphical view of your access policies — giving
you point-and-click ease in profiling and managing groups, users, devices or any combination of the
three. This enables a simplified definition and management of end-point policies, lowers administrative
costs, and increases the ability to quickly ensure the protection of company resources.
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Network Access

FirePass Network Access for Windows (Vista, XP, 2000), Mac,

PocketPC and Linux Systems:

e Windows Installer Service eliminates the need for special admin
privileges for FirePass client component updates, lowering
management costs.

e Provides secure remote access to the entire network for all
IP-based (TCP, UDP) applications.

e Standard features across all desktop and laptop platforms include
split tunneling, compression, activity-based timeouts,
and automatic application launching.

e Unlike IPSec VPNs, provides remote access without requiring
pre-installed client software and configuration of the remote
device. Client or server side application changes are not required.

¢ Allows administrators to restrict and protect resources accessible
through the connector by instituting rules that limit access to a
specific network or port.

e Uses the standard HTTPS protocol with SSL as the transport, so it
works through all HTTP proxies including public access points, private
LANSs, and over networks and ISPs that don‘t support IPSec VPNs.

o Utilizes GZIP compression to compress traffic before it is
encrypted, reducing the amount of traffic that is sent across the
Internet and improving performance.

Client Security

Safe Split Tunneling — To protect against backdoor attacks when
accessing the network with split tunneling, FirePass provides a
dynamic firewall that protects Win2k/XP users when using the full
network access feature. This eliminates the ability for a hacker to
route through the client to the corporate network or for the user
to inadvertently send traffic to the public network.

Client Integrity Checking — FirePass increases security by detecting
the presence of required processes (e.g. virus scan, personal
firewalls, OS patch levels, registry settings, etc.) and the absence
of other processes (e.g. key logger) on the client PC before
allowing full network access.

Windows Network Access Features

Standalone Windows Client — FirePass establishes a network
connection after entering user credentials. Software can be
automatically distributed to the client using Microsoft's MSI
installer technology.

Windows Logon/GINA Integration — Enables simplified,
transparent user logon to the corporate network by integrating
with the GINA (“ctrl + alt + del” prompt) logon process.

Standalone VPN Client CLI - Command line interface support
offers single sign-on support through integration with 3rd party
applications (such as remote dialer software).

Windows VPN Dialer — Provides a simplified end user experience
for users more comfortable with the dialup interface.

Provides Automatic Drive Mapping — Network drives can be
automatically mapped to a user’s Windows PC.

Provides Static IP Support — Assigns static IP based on the user,
when the user establishes a network access VPN connection
— lowering administrative support costs.

Transparent Network Access — Eliminates network access browser
window pop-ups; prevents users from accidentally terminating
the connection.
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Application Access — Secure Access to Specific Applications

FirePass allows administrators to grant certain users — for example,
business partners using equipment not maintained by the company
— access to specific extranet applications and sites. FirePass protects
network resources by only allowing access to applications that are
specifically cleared by the system administrator.

Specific Client/Server Application Access:

e Enables a native client side application to communicate back to
a specific corporate application server via a secure connection
between the browser and the FirePass Controller.

e Does not require the user to pre-install or configure any software.

e On the network side, requires no additional enabling software on
the application servers being accessed.

e Uses the standard HTTPS protocol, with SSL as the transport, so
it works through all HTTP proxies including public access points,
private LANs, and over networks and ISPs that do not support
traditional IPSec VPNs.

e Supported applications include Outlook to Exchange Clusters;
Passive FTP, Citrix Nfuse, and network drive mapping.

e Administrators can also support custom applications including
CRM as well as other applications that utilize static TCP ports.

e Supports auto-login to AppTunnels, Citrix, and WTS applications
to simplify the end-user experience.

e Supports auto-launch of client side applications to simplify the
end user experience and lower support costs.

e Unique support for compression of client/server application traffic
over the WAN for better performance.

Terminal Server Access

e Provides secure web based access to Microsoft Terminal Servers,
Citrix MetaFrame applications, Windows XP Remote Desktops,
and VNC servers.

e Supports group access options, user authentication, and
automatic logon capabilities or authorized users.

e Supports automatic downloading and installation of the correct
Terminal Services or Citrix remote platform client component,
if it is not currently installed on the remote device, saving time.

e Supports remote access to XP desktops for remote
troubleshooting using RDP and non-XP desktops using the built-in
VNC feature.

Dynamic AppTunnels
e Maximum support for accessing a wide variety of client/server
applications and web based applications.

e A better alternative than reverse proxies for accessing
applications from Windows client devices.

e Eliminates the need for web application content interoperability
testing.

e Requires only ‘power user’ privileges for installation and no
special privileges for execution.

e Provides added support for auto launching web application
tunnels, simplifying the end user experience.

Host Access
e Enables secure web based access to legacy VT100, VT320, Telnet,
X-Term, and IBM 3270/5250 applications.

e Requires no modifications to the applications or application servers.

e Eliminates the need for 3rd party host access software, reducing TCO.



Portal Access — Proxy Based Access to Web Applications,
Files, and Email

The FirePass Portal Access capability works on any client OS with a
browser — Windows, Linux, Macintosh, Pocket PC’s, PDAs and more.

Portal Access Available On FirePass:

Web Applications

e Provides access to internal web servers, including Microsoft
Outlook Web Access, Lotus iNotes, and MS SharePoint Portal
as easily as from inside the corporate LAN.

e Delivers granular access control to intranet resources on a group
basis. For example, employees can be provided access to all
intranet sites; partners can be restricted to a specific web host.

e While accessing resources, FirePass dynamically maps internal URLs
to external URLs, so the internal network structure does not reveal
them.

e Manages user cookies at the FirePass Controller to avoid exposing
sensitive information.

e User credentials can be passed to web hosts to support automatic
login and other user specific access to applications. FirePass also
integrates with existing identity management servers
(e.g. Netegrity) to enable single sign on to applications.

e FirePass proxies login requests from web hosts to avoid having
users cache their passwords on client browsers.

e Granular Access Control List (ACL) — Allows or restricts access to
specific parts of an application for increased security and lower
business risks.

e Provides split-tunneling support for web applications, resulting
in faster end user performance when accessing public web sites.

e Dynamic server-side caching for increased web application (reverse
proxy) performance and faster page download times.

¢ Delivers out-of-the-box reverse proxy support for rewriting a
wide variety of Javascript content in web pages, saving time.

File Server Access
e Allows users to browse, upload, download, copy, move, or delete
files on shared directories.

e Supports SMB Shares, Windows Workgroups; NT 4.0 and Win2000
domains; Novell 5.1/6.0 with Native File System pack, and NFS servers.

Email Access

® Provides secure web based access to POP/IMAP/SMTP email
servers from standard and mobile device browsers.

e Allows users to send and receive messages, download attachments,
and attach network files to emails.

Mobile Device Support
e Secure access from PDAs, e.g. cell phones, e.g. WAP
and iMode phones to email and other applications.

e Dynamically formats email from POP/IMAP/SMTP email servers
to fit the smaller screens of mobile phones and PDAs.
— Supports the sending of network files as email attachments
and the viewing of text/Word documents.

— ActiveSync Support — Support for ActiveSync application allows
PDA synchronization of email and calendar on Exchange server
from a PDA device, without requiring the pre-installed VPN
client component.

Portal Access — Comprehensive Security

FirePass delivers multiple layers of control for securing information
access from public systems.

Client Security

¢ Protected Workspace — Users of Windows 2000/XP can be
automatically switched to a protected workspace for their remote
access session. In a protected workspace mode, the user cannot
write files to locations outside the protected workspace; the
temporary folders and all of their contents are deleted at the end
of the session.

e Cache Cleanup - The cache cleanup control removes the following
data from the client PC: Cookies, Browser history, Auto-Complete
information, Browser cache, Temp files, all ActiveX controls installed
during the remote access session, and empties the recycle bin.

e Secure Virtual Keyboard - For additional password security, FirePass
offers the patent-pending Secure Virtual Keyboard which enables
secure password entry from the mouse instead of the keyboard.

¢ Download Blocking - For systems unable to install a “cleanup”
control, FirePass can be configured to block all file downloads to
avoid the issue of inadvertently leaving behind temporary files
—yet still allow access to applications.

Content Inspection and Web Application Security

For users accessing web applications on the corporate network,
FirePass enhances application security and prevents application-layer
attacks (e.g. cross-site scripting, invalid characters, SQL injection,
buffer overflow) by scanning web application access for application
layer attacks — then blocking user access when an attack is detected.

Integrated Virus Protection

FirePass can scan web and file uploads using either an integrated
scanner or external scanner via ICAP API. Infected files are blocked
at the gateway and not allowed onto email or file servers on the
network, heightening protection.



Dynamic Policy Engine - Total Administrative Control

The FirePass Policy Engine enables administrators to easily manage
user authentication and authorization privileges.

Dynamic Policy Based Access

With FirePass, administrators have quick and granular control

over their network resources. Through policy support, administrators
can authorize access to applications based on the user and device
being used.

User Authentication

By default, users are authenticated against an internal FirePass
database, using passwords. But FirePass can also be easily configured to
work with RADIUS, Active Directory, RSA 2-Factor, LDAP authentication
methods, basic and form based HTTP authentication, identity
management servers (e.g. Netegrity), and Windows Domain Servers.

Two-Factor Authentication

Many organizations require “two-factor” authentication which uses
something beyond knowledge of a user ID and password. FirePass
supports two-factor authentication including RSA SecurID® Native
ACE authentication.

Client-Side Certificate/PKI Support

FirePass enables the administrator to restrict or permit access based
on the device being used to access the FirePass Controller. FirePass
can check for the presence of a client side digital certificate during
user login. Based on the presence of this digital certificate, FirePass
can support access to a broader range of applications. FirePass

can also use the client-side certificate as a form of two-factor
authentication and prohibit all network access for users without a
valid client-side certificate.

Group Management

Access privileges can be granted to individuals or to groups of users
(for example: “Sales”, “Partners”, “IT"). This allows FirePass to
restrict individuals and groups to particular resources.

Dynamic Group Mapping

FirePass dynamically maps users to FirePass groups using various
dynamic group mapping mechanisms such as Active Directory,
RADIUS, LDAP, Client Certificates, Landing URI, Virtual Host name
as well as pre-logon Session Variables.

Session Timeouts and Limits

Administrators can configure inactivity and session timeouts to
protect against a hacker attempting to take over a session from
a user who forgets to logoff at a kiosk.

Role-Based Administration

This gives organizations flexibility in providing some administrative
functions (enrolling new users, terminating sessions, re-setting
passwords) to some administrator-users, without exposing all
functions to them (for example, shutting down the server, deleting
a certificate).

Logging & Reporting

FirePass delivers built-in logging support for logging user,
administrator, session, application, and system events. Additionally,
FirePass provides logs in syslog format for integration with an external
syslog server. The administration console offers a wide range of

audit reports to help comply with security audits. Summary reports
aggregate usage by day of the week, time of day, accessing OS,
features used, web sites accessed, session duration, session termination
type, and other information for a user-specified time interval.

Customization

Localized End User GUI

FirePass allows all fields on the end user web page to be localized,
including the names of the feature (e.g. web applications). This
enables companies to localize the end user’s GUI, not just user
favorites — improving ease of use.

Complete Login and WebTop Customization

With FirePass, administrators can completely customize an entire
login and webtop web page to best suit their existing corporate
web site portals. FirePass allows the uploading of custom pages
using WebDAV capabilities for an enhanced end user experience.

iControl SSL VPN Client API for Secure Application Access

As the only SSL VPN product with an open client APl and SDK,
FirePass enables automated, secure access from the Win32 client
OS (98, 2000, XP, Vista) by providing secure system-to system or
application-to-application communication. Now, applications can
automatically start and stop network connections transparently
without requiring users to log into the VPN. This enables faster,
easier connections for end users while reducing client application
installation costs.
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Ordering Information

FirePass 1200 Series

The FirePass 1200 Controller is a 1U rack-mount server designed for
small to medium enterprise locations and branch offices. It supports
10 to 100 concurrent users and offers a comprehensive solution

for secure web based remote access to corporate applications and
desktops.

FirePass 4100 Series

The FirePass 4100 Controller is a 2U rack-mount server designed for
medium-sized enterprise locations. It supports up to 2000 concurrent
users and offers a comprehensive solution for secure web based
remote access to corporate applications and desktops.

FirePass 4300 Series

The FirePass 4300 Controller is a 2U rack-mount server designed

for medium-to-large enterprises and service providers. It supports up
to 2000 concurrent users with a quad-core CPU for best performance.
FirePass 4300 also supports a built-in redundant power supply and
optional gigabit fiber ports.

Hardware Specifications

Clustering

Multiple FirePass 4100 or 4300 units can be clustered to support
large scale deployments. For high performance large scale
clustering, customers can leverage the unique integration with
F5's BIG-IP by offloading SSL termination to BIG-IP, scale to several
10,000’s of concurrent sessions in a cluster, and maximize the

SSL VPN cluster performance.

Failover

FirePass Controllers can be configured for failover between pairs of
servers (an active server and a standby server) to avoid users from
having to re-logon to another FirePass in case the primary unit fails.

GePass 4300 \ GePass 4100

Power Supply: Redundant 460W (built-

Weight: ~40 Ib

Dimensions:
17.5” (W) x 24.5” (OAL)/I23.5” (D)
behind mounting ears x 3.5” (H)

Weight: ~36 Ib

Dimensions:

Certifications:
US/Canada —ANSI/UL 60950 and CAN/
CSA No. 60950

European Union — Low Voltage
Directive — EN 60950

European Union — EMC Directive EN
55022, EN 55024, EN 61000-3-2, and EN
61000-3-3 61000-3-3
CE CE
Temperature (operating): 0-40 Deg C

Humidity: 5 to 85% @ 40 Deg C

Certifications:

CSA No. 60950

Power Supply: Redundant 400W/
in) (optional add-on)

17.5” (W) x 24.5” (OAL)/23.5” (D)
behind mounting ears x 3.5” (H)

US/Canada —ANSI/UL 60950 and CAN/

European Union — Low Voltage CE
Directive — EN 60950

European Union — EMC Directive EN
55022, EN 55024, EN 61000-3-2, and EN

Temperature (operating): 0-40 Deg C
Humidity: 5 to 85% @ 40 Deg C

Qon-condensing) ) Qon—condensing)

\ (FirePass 1200 \

Power Supply: 180W
Weight: ~10 Ib
Dimensions: 16.7" x 1.7” x 11"

Certifications:
US/Canada -UL - UL 1950

European Union — Low Voltage
Directive — EN 60950

European Union — EMC Directive
EN50081-2 & EN 61000-6-2

Temperature (operating): 0-40 Deg C

Humidity: 5 to 85% @ 40 Deg C
(non-condensing)

/AN /

F5 Networks, Inc. F5 Networks
‘ Corporate Headquarters  Asia-Pacific

401 Elliott Avenue West
¢ Seattle, WA 98119
(206) 272-5555 Voice
(888) 88BIGIP Toll-free
(206) 272-5556 Fax
www.f5.com
info@f5.com

+65-6533-6103 Voice
+65-6533-6106 Fax
info.asia@f5.com

F5 Networks Ltd.
Europe/Middle-East/Africa  Japan K.K.

+44 (0) 1932 582 000 Voice
+44 (0) 1932 582 001 Fax
emeainfo@f5.com

F5 Networks

+81-3-5114-3200 Voice
+81-3-5114-3201 Fax
info@f5networks.co.jp

Part No. DS-FirePass 0107

© 2007 F5 Networks, Inc. All rights reserved. F5, F5 Networks, the F5 logo, BIG-IP, FirePass, and iControl are trademarks or registered trademarks of F5 Networks, Inc. in the U.S. and in certain other countries.





<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice




